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BY CAROLINE MCDONALD
ITH THE RESURFACING OF
Osama Bin Laden, even risk
managers with solid terror-
ism mitigation programs in
place might be wondering if they can
ever do enough to keep their people, fa-
cilities, shipments and products safe.
The key is flexibility, keeping a global fo-
cus and using technology to circumvent
problems before they occur, leading se-
curity experts advise.

“The new sighting of Bin Laden to a
great extent changes perception and
awareness of the [terrorism| issue—that it
is an ongoing problem,” said Christopher
Grniet, vice president with Kroll Schiff &
Associates, the security consulting and en-
gineering division of Kroll Inc. “Many I've
spoken to understand that it is not a ques-
tion of if, but when. It places them on a
higher level of alert and changes how they
think in the near-term about what their
security programs need to do.”

Mr. Grniet said the biggest threat is that
the tactics of terrorists change with each
new event, so programs “have to focus on
any plausible type of threat that could af-
fect their specific facility or operation.”

Can risk managers do more? “You can
always do more,” he said, “but we advise a
program that can be changed as the threat
and risk changes.”
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He added that prior to the train bomb-
ings in Madrid or London, “people may
not have been thinking about crisis man-
agement issues relative to personnel get-
ting into town and the city shutting
down.” Risk managers should make con-
tingency plans for such a threat, such as
being able to operate from another loca-
tion, he suggested.

With terrorism such a difficult exposure
to predict, “there are many companies out
there that haven’t done all the things they
could potentially do,” he added.

This is due to a number of factors, in-
cluding the inability to pay for security
measures and the difficulty in getting plans
implemented quickly, according to Mr.
Grniet. “Physical barriers are a perfect ex-
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With terrorism such a
difficult exposure to
predict, “there are many
companies out there
that haven’t done all
the things they could
potentially do,” warns
one security expert.

ample. They need to get approvals from
the city, find the right product to use, de-
cide what is appropriate, and make sure
they are installed properly,” he noted.

Having a good system in place re-
quires “a constant reassessment of your
position—your risk to threat based on
the information received from the gov-
ernment and the news,” Mr. Grniet ex-
plained. “You have to make sure [a
threat] applies to you before you re-
spond to it or you could be headed in
the wrong direction.”

Risk managers need to take a global
strategic view, according to Simon Sole,
chief executive officer of Exclusive Anal-
ysis, a strategic intelligence company
based in London that forecasts violent
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and political risk. “One of the faults of
historical risk analysis is that it is back-
ward looking,” he said. “We're not in-
suring last year—we're insuring next
year. The past is no more than a data-
point; it is not a forecast.”

It is also critical for risk managers to
recognize that terrorist threats come not
only from foreign, extremist religious
groups, he continued, noting organiza-
tions at work inside the United States that
at times resort to terrorism, causing less
catastrophic but more frequent destruc-
tion than those who attacked on 9/11. He
cited the animal liberation front and rad-
ical environmental activists as examples.

“They do things like pour paint strip-
per on car dealers in California,” he not-
ed. “Property damage in the states caused
by [religious] extremists in the last year is
very low, but by these groups it’s about
$50 million,"” according to Mr. Sole.

On the plus side, he added that intelli-
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“You have to make “One of the faults of
historical risk analysis is

that it is backward

sure [a threat]
applies to you
before you respond
to it or you could be
headed in the wrong
direction.”

gence on radical animal liberation and en-
vironmental groups is much easier to ob-
tain than for religious extremists, warning
that “insurers and risk managers need to
expend some effort finding out if they are

“Be sure you have

on the [target] list
because of activi-
ties such as testing
on animals.”

Mr. Sole also
noted that

managers present-

ing threat scenarios
to upper manage-
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Those who are
aware of interna-
tional threats and who gather data, he
said, “can do a very good job determining
what is going to happen next...When you
use modeling, for example, you can do a
good job of figuring it out.”

Tom Marsden, associate vice president
in the Government Services Division with
Dunn & Bradstreet Government Solutions
in Washington, said much of the focus
now “is on what happens when you have
uncovered a problem—we think of that as
finding the needle in the haystack. There
are exhaustive amounts of money and re-
sources being applied to the problem after
it's known.”

Although his company “plays a big
role in supporting those investigations,”
he said, “I think the more interesting and
promising area is reducing the haystack.”
Mr. Marsden explained that “if you can
screen or filter [risks] using data, then
you're being more efficient in the deploy-

m

ment of people.
He noted the increasing sophistication
of modeling technology and the greater
use of data in terrorism risk management,
“so you can quickly isolate the companies
or individuals that appear to be acceptable,
in which case you fast-track them and cull
out the organizations or individuals that
exhibit attributes that could speak to risk—
thus you lower the haystack.”
Technology can be used to verify agri-
cultural suppliers shipping goods to the
» continued on page 32
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