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Standards, Specifications, & Best Practices

NFPA 1600-2007
Standard on 
Disaster/Emergency / g y
Management and Business 
Continuity Programs
ISO/PAS 22399
Societal security — Guideline 
for incident preparedness and 
operational continuity 
management
DRII/DRJ
Generally Accepted Practices 
for Business Continuity 
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Program Development—Overview
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Prevention & Mitigation

Prevention: Activities to avoid an incident or to 
stop an emergency from occurring.
Mitigation: Activities taken to reduce the severityMitigation: Activities taken to reduce the severity 
or consequences of an emergency.

Prevention & Mitigation Strategies

Prevention & Mitigation Priorities Prevention & Mitigation—Strategic Decisions
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Prevention & Mitigation—Tactical Decisions
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Strategic Plan

…shall define the vision, 
mission, goals, and objectives 
of the program [NFPA 1600]of the program [NFPA 1600]

What products or services are 
most critical?
What must be protected?
What resources need to be 

?allocated?

Emergency Operations/Response

Strategic
Program objectives—critical facilities

Tactical

Incident 
Commander

EvacuationTactical
Minimum regulatory requirements—
protective actions for life safety
Risk assessment
Capabilities of available resources
Damage assessment
P i

Shelter-In-
Place

Medical

Fire

Property conservation
Connectivity with BCP and crisis 
management plans

HazMat

Rescue

Property 
Conservation

Crisis Communications

Central contact facility
Pre-scripted 
information bulletins

Strategy
Incident

Commander
JointNews mediainformation bulletins

Method to coordinate 
information for release
Protective action 
guidelines
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Joint 
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Business Continuity Plan

Identify stakeholders, critical and time-
sensitive applications, alternative work sites, 
vital records, contact lists, processes, andvital records, contact lists, processes, and 
functions…personnel, procedures, resources 
[NFPA 1600]

Operational and financial impacts—critical 
functions and recovery time objectives
Dependencies and workarounds
Alternate operating strategies & requirements
Resources—will they be available when 
needed?
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Recovery Plan

Physical
Short-term and long-term priorities
Restoration of functions servicesRestoration of functions, services, 
resources, facilities, programs, and 
infrastructure

Human Impact
Employees, families, community
Psychological and physical needs
Impacts on organizational health 
and productivity 

Incident Reporting

Capture essential 
information
Ensure consistencyEnsure consistency 
with reporting 
protocols
Comply with 
regulatory 
requirementsrequirements

Incident Management

Roles, responsibilities, lines of 
authority; internal/external
Connectivity between all plansConnectivity between all plans
Alerting, notification, 
communications & warning
Emergency operations centers
Incident briefing
Incident action plan
Job aides
Resources & logistics

Training, Drills, & Exercises

Training
Assess training needs
Develop curriculumDevelop curriculum
Implement education 
and training program

Drills
Exercises
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Program Evaluation

Periodic evaluations
Exercises
P i id i iPost incident critiques
Lessons learned
Corrective action program
Program revision

Additional Information

NFPA 1600 available for FREE 
download from www.nfpa.org

Handbook written by members 
of the NFPA 1600 technical 
committee and other experts;
Available from 
www nfpa org/catalogwww.nfpa.org/catalog
Forms and checklists on CD  
accompany handbook

Contact Information

If you would like a program evaluation checklist, please contact:

Donald L. SchmidtDonald L. Schmidt
Preparedness, LLC
DLS@PreparednessLLC.com

781.784.0672


